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The Akenti User Interaction

The normal user interaction is intended to be as transparent as
possible. When attempting to access a secure resource, the user
client (e.g. a Web browser) supplies the private key to authenticate
the user. The access control system identifies and obtains all of the
required certificates: use-conditions for the resource and the
corresponding user attributes. When the use-conditions are
satisfied and the user identity authenticated, access is permitted
with no user action other than making the private key available.
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Select a user profile.
_____________

Netscape can manage multiple user
profiles. This allows people to
instantiate their identity on multiple
systems.
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New user certificates
(identities) may be
acquired from a

Certification
Authority or

imported to a user
profile.

_____________

Your identity certificates
may be exported and saved
on a floppy, or even kept on
your Web page, and
imported to another
browser. (Your identity -
the “.p12” file - is encrypted
when you export it from a
browser.)
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The first time that
an identity is

imported to a user
profile, a certificate

database is
established for that

profile.
_____________

This database should be
passphrase protected.

WRITE DOWN YOUR
PASSPHRASE AND
KEEP IT IN YOUR
WALLET OR ADDRESS
BOOK!
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If you have more than one identity, you must select the one
relevant to this resource.

———————————————

The use-conditions for resources are given, directly or indirectly, in terms of the X.509
identity certificates issued by your Certification Authority. These certificates are kept
both in your browser database and in the certificate server of the CA (which is where
they are obtained when authenticating your identity.)
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Access a secure server.
_____________

Secure Web servers use the SSL
(Secure Sockets Layer) protocol to
authenticate the client and the
server, and for setting up an
encrypted communication channel.
https refers to Web servers that use
the SSL protocol.
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Make your identity
available for

authentication.
_____________

When a remote server requests
your identity you must
“unlock” your private key so
that it may be used to
authenticate your identity.
(Recall that your identity is
authenticated by checking that
your private key and your
published public key match.)
Netscape allows several options
for when your passphrase is
requested, but at the very least
it is always requested the first
time that you are
authenticated.
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The user has met the
use-conditions for this
resource and access is

allowed.
_____________

The “normal” operation of the
access control system is intended to
be transparent to the user, and
specific use-conditions are not
normally visible to the user. The
use-conditions, and the user
attributes needed to satisfy them,
are established elsewhere. (However
if “real” credentials beyond identity
are required for a particular
resource, then the user will have to
provide those to the party who is
certifying that user attribute.)
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A successful access
of a data file from

the
access-controlled

directory (the
“resource”).
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Attempted access to the “wej” sub-directory.
_____________

The “wej” sub-directory is a different resource, and has different stakeholders and
use-conditions than “shared”.
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An attempted access to the “wej” sub-directory is rejected.
_____________

This means that a use-condition for this resource has not been met. Although this
message is the same as that returned by the standardhtaccessaccess control method,
this Web server is using the Akenti access control. Future versions of Akenti will tell
the user what use-condition has not been met. Currently, in order to find out why
access was forbidden one has to know a little about how Akenti works.



 13

[Akenti.UserInteraction.process.VG.fm - January 20, 1998]

Akenti: User Interaction

Imaging and Distributed Computing Group,
Information and Computing Sciences Division

A

Each resource has a configuration file that defines the
stakeholders.

———————————————

In practical terms, the “stakeholders” are those who can impose use-conditions on a
resource (e.g. the data owner). The use-conditions of all stakeholders must be satisfied
before access is allowed. Currently the stakeholders, and where their use-conditions are
located, are defined in a file that is managed by a “trusted third-party” - e.g. the
Webmaster - and is called.htauthority .
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Use-condition
certificates are

maintained by the
stakeholders.
_____________

Use-conditions are retrieved
from the Web server of the
stakeholders (as specified at
“A”, above).
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The use-conditions are represented as digitally signed certificates.
———————————————

The use-condition certificate identifies: the issuer (stakeholder); the resource; the
required attribute; what identity authorities will be trusted, and finally; who is trusted
to certify the required attribute. Currently the location of the attribute certificates is
given in the.htauthority file - in the future it will probably be included in the
use-condition certificate where the certifiers are named.
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The attributes are represented as digitally signed certificates.
_____________

The attribute certificate identifies: the attribute being attested to; the “subject” who
possesses the attribute, and; the issuer (the trusted attribute certifier).
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The require attribute is revoked (since it is not in the specified
location, it is not visible to the access control system.)

_____________

In this case the attribute certificate has been previously generated, so to enable access
it must just be placed into the location where Akenti expects it to be.
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Now the required
attribute

certificate is
available, and

access is allowed.
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A successful access
of a data file from

the
access-controlled

directory (the
“resource”).
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User certificate
(identity) database

password
management.


